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L M B E N C H 3 . 0 S U M M A R Y
------------------------------------
(Alpha software, do not distribute)

Basic integer operations - times in nanoseconds - smaller is better
-------------------------------------------------------------------

Host OS intgr intgr intgr intgr intgr
bit add mul div mod

--------- ------------- ------ ------ ------ ------ ------
RapiJu Linux 3.2.27- 1.4800 1.5400 7.4200 111.8 49.7

%DVLF�»RDW�RSHUDWLRQV���WLPHV�LQ�QDQRVHFRQGV���VPDOOHU�LV�EHWWHU
-----------------------------------------------------------------

+RVW�26�»RDW�»RDW�»RDW�»RDW
add mul div bogo

--------- ------------- ------ ------ ------ ------
RapiJu Linux 3.2.27- 45.6 39.7 179.8 406.1

CPU (lmbench):
Int - 675,67 Mips
)ORDW���������0»RSV

CPU - bogomips: 697,95

Benchmark completo em - http://www.cbpf.br/~juliana/docs/raspi-imbench.txt

* GPIO
&��JFF���EFP�����K���������+] %DVK�������+]

URRW#5DVSL��ZKLOH�WUXH���GR�HFKR���!�YDOXH���HFKR���!�YDOXH���GRQH
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6ODFNZDUH��$WXDOPHQWH�.HUQHO��������
[��B����VH�GHVWDFD�GRV�GHPDLV�VLVWH-
PDV�RSHUDFLRQDLV�SRU�VHU�FULDGR�SHQVDQ-
GR�HP�DGPLQLVWUDGRUHV�TXH�GRPLQDP�R�
VHX�VLVWHPD��QHVWH�PXQGR�QmR�SURFXU-
DPRV�SRU�.HUQHO�FDUUHJDGR�GH�PyGXORV�
H�GULYHUV�TXH�QXQFD�LUHPRV�XVDU�H��RX�
SDFRWHV�SURQWRV�SDUD�DSOLFDomR�TXH�
TXHUHPRV�XVDU��1R�PXQGR�6ODFNZDUH�
UHFHEHPRV�XP�.HUQHO�OLPSR�FRP�SRX-
FRV�PyGXORV���GULYHUV�FDUUHJDGRV�HP�
PHPyULD��QyV�PHVPRV�FULDPRV�QRVVRV�
SDFRWHV�H�FRPSLODPRV�DR�QRVVR�PRGR��
JHUDQGR�DVVLP��XP�DPELHQWH�IDPLOLDU�DR�
DGPLQLVWUDGRU�

3DUWLQGR�GHVWH�SRQWR��LUHL�OHYDQWDU�DV-
SHFWRV�EiVLFRV�VREUH�FRPR�PHOKRUDUPRV�
DLQGD�PDLV�D�VHJXUDQoD�GR�QRVVR�6ODFN-
ZDUH�HYLWDQGR�TXH�VFULSW�NLGGLHV��FUDFN-
HUV�H�SRVVtYHLV�DPHDoDV�TXH�SRVVDP�
FRPSURPHWHU�VHX�IXQFLRQDPHQWR�

�[���±�3DUWLo}HV

&ULH�SDUWLo}HV�VHSDUDGDV�H�DSOLTXH�SROtWL-
FDV�HVSHFL¿FDV�D�FDGD�XPD�GHODV��UZ��
VXLG��GHY��H[HF��DXWR��QRXVHU��

/home
/tmp
/usr
/var 

([�
(GLWH�R�DUTXLYR�³/etc/fstab´�FRP�VH-
JXLQWHV�FRQ¿JXUDo}HV�

/home defaults,nodev
/tmp defaults,nodev,nosuid,  
 noexec
/usr defaults,nodev

/var defaults,nodev
�[���±�5HPRYD�3DFRWHV�QmR����
����������XWLOL]DGRV

3DUD�LVVR�YRFr�SRGHUi�XWLOL]DU�D�IHU-
UDPHQWD�

�SNJWRRO

�[�����'HVDWLYH�VHUYLoRV� ��
�����������QmR�XWLOL]DGRV

6HUYLoRV�FDUUHJDGRV�YLD�LQHWG�QR�GL-
UHWyULR���DUTXLYR���HWF�LQHWG�FRQI�

6FULSWV�GR�VLVWHPD�FDUUHJDGRV�QR�
GLUHWyULR���HWF�UF�G��

#chmod -x rc.nomedoscript

�[�����&RQWUROH�GH�DFHVVR

3DUD�SUHYHQLU�DFHVVR�QmR�DXWRUL]DGR�DR�
VHX�FRPSXWDGRU�

�+RVWV�DOORZ����$UTXLYR�DRQGH�FRQWpP�RV�
VHUYLoRV�TXH�FHUWR�,3V�SRGHP�DFHVVDU�/
etc/hosts.allow�

�+RVWV�GHQ\�����$UTXLYR�TXH�FRQWpP�RV�
KRVWV�TXH�12�SRGHP�DFHVVDU�D�GHWHU-

PLQDGRV�VHUYLoRV�/etc/hosts.deny�

6ODFNZDUH�j�3URYD�GH�%DOD

�



�[�����6HQKDV�)RUWHV

6HPSUH�XWLOL]H�VHQKDV�IRUWHV��/etc/
passwd��H�YDOLGH�VXDV�VHQKDV�XWLOL]DQGR�
R�-RKQ�7KH�5LSSHU�

KWWSV���JLWKXE�FRP�PDJQXPULSSHU�-RKQ7KH5LS-

SHU

�[�����6XGR

8WLOL]H�R�³VXGR´�SDUD�TXH�DSHQDV�R�³URRW´�
SRVVD�ID]HU�³VX´�QR�WHX�VLVWHPD�H�³VXGR´�
SDUD�XVXiULRV�H�IHUUDPHQWDV�TXH�SUHFLV-
DP�GH�URRW��HVWD�FRQ¿JXUDomR�GHYHUD�VHU�
IHLWD�HP�³/etc/sudoers´�

�[�����$FHVVR�5HPRWR��66+�

(GLWH�R�DUTXLYR�DEDL[R�SDUD�UHDOL]DU�DV�
FRQ¿JXUDo}HV�GH�DFHVVR�YLD�VVK�

�HWF�VVK�VVKGBFRQºJ

3DUkPHWURV�

3RUW�����9RFr�DLQGD�SRGH�DOWHUDU�D�
SRUWD�SDGUmR�SDUD�RXWUD�([����

3URWRFRO��

3HUPLW5RRW/RJLQ�QR��3URLELQGR�DFHV-
VR�Gy�URRW�YLD�66+

$OORZ8VHUV�/RJDQ��4XDO�8VXiULR�
SRGHUi�DFHVVDU�YLD�66+

3DUD�VHUYLoRV�FRPR�KWWS�SRGHPRV�DLQGD�
RFXOWDU�EDQQHU�H�WDPEpP�FULDU�FRQ¿JX-
UDo}HV�SHUVRQDOL]DGDV�TXH�LUmR�PHOKRUDU�
VXD�VHJXUDQoD�

([HPSORV�GH�FRPR�RFXOWDU�EDQQHUV�HP�

DSDFKH

KWWS���ZZZ�V\VDGPLQZRUOG�FRP������KLGH�
WKH�VHUYHU�YHUVLRQ�

QJLQ[

KWWS���QJLQ[OLEUDU\�FRP�KLGH�QJLQ[�YHUVLRQ�

�[�����6XELQGR�XP�)LUHZDOO���
LSWDEOHV�VLPSOHV�H�REMHWLYR

8VH�R�LSWDEOHV�SDUD�FULDomR�GH�UHJUDV�GH�
¿UHZDOO�H�1$7V�

�PNGLU��HWF�¿UHZDOO

�YLP�VODFNBIZ�VK

���,QLFLR�GD�&RQºJ
#!/bin/sh

# Slackware Firewall

PATH=’/sbin’

INET=’eth1’

LOCAL=’172.16.1.0/24’

LOOP=’127.0.0.0/8’

HOST=’172.16.1.2/32’

echo “Iniciando Firewall ...”

echo “1” > /proc/sys/net/ipv4/
FRQI�DOO�USBºOWHU

/usr/sbin/iptables -F

/usr/sbin/iptables -X

/usr/sbin/iptables -Z

/usr/sbin/iptables -P FORWARD 
DROP



/usr/sbin/iptables -P INPUT   
DROP

/usr/sbin/iptables -A INPUT -p 
icmp -j DROP

/usr/sbin/iptables -A 
INPUT -m state --state 
ESTABLISHED,RELATED -j ACCEPT

/usr/sbin/iptables -A INPUT -s 
$LOOP -d $LOOP -i lo -j ACCEPT

/usr/sbin/iptables -A INPUT 
-s $HOST -p tcp --dport 55 -j 
ACCEPT

/usr/sbin/iptables -A INPUT -s 
$LOCAL -p icmp --icmp-type 8 -m 
state --state NEW -j DROP

/usr/sbin/iptables -A INPUT -s 
$LOCAL -p icmp --icmp-type 0 -m 
state --state NEW -j DROP

echo “ Firewall Started !!!”

���)LP�GD�&RQºJ

&ULH�XP�VFULSW�SDUD�FDUUHJDU�R�WHX�
¿UHZDOO�

��FG��HWF�UF�G

�YL�UF�¿UHZDOO�

����,QLFLR�GD�&RQ¿J

��6FULSW�GH�&DUJD�GR�)LUHZDOO

ºUHZDOOBVWDUW���^
��VK��HWF�ºUHZDOO�VODFNBIZ�VK
}

ºUHZDOOBVWRS���^
  iptables -t nat -F

  iptables -F

}

ºUHZDOOBUHVWDUW���^
��ºUHZDOOBVWRS
  sleep 2

��ºUHZDOOBVWDUW
}

case “$1” in

‘start’)

��ºUHZDOOBVWDUW
  ;;

‘stop’)

��ºUHZDOOBVWRS
  ;;

‘restart’)

��ºUHZDOOBUHVWDUW
  ;;

*)

ºUHZDOOBVWDUW
esac

����)LP�GD�&RQºJ

�FKPRG��[�UF�ºUHZDOO�
#vi rc.local

���,QLFLR�GD�&RQºJ
�HWF�UF�G�UF�ºUHZDOO�VWDUW
����)LP�GD�&RQºJ�

$JRUD�,QLFLH�R�VHX�)LUHZDOO�

([�

#cd /etc/rc.d/

���UF�ºUHZDOO�VWDUW



�[�����$WXDOL]DomR

8WLOL]H�VHPSUH�D�YHUVmR�FXUUHQW�H�DSOLTXH�
RV�SDWFKHV����

�[�����)HUUDPHQWDV�SURQWDV

6FULSW�SDUD�+DUGHQLQJ�FULDGR�SHOR�7KLDJR�
/DXULWR�

KWWS���VODFN]LQH�FRP�EU�KDUGHQLQJB
VODFN�SKS

*56HFXULW\��3DWK�SDUD�+DUGHQLQJ�GR�
.HUQHO�

KWWS���JUVHFXULW\�QHW

�[�����7HVWDQGR�R�DPELHQWH

$V�IHUUDPHQWDV�DEDL[R�VmR�ERDV�RSo}HV�
DXWRPDWL]DGDV�SDUD�WHVWH�GR�6LVWHPD��
)LFDQGR�DLQGD�D�FDUJR�GR�DGPLQLVWUDGRU�
UHDOL]DU�WHVWHV�FRP�IHUUDPHQWDV�SUySULDV�
H�RX�WpFQLFDV�PDLV�HVSHFL¿FDV�D�HVWH�
DPELHQWH�

&KNURRWNLW�±�)HUUDPHQWD�TXH�YDL�WH�DMXGDU�
QR�SURFHVVR�GH�GHWHFomR�GH�URRWNLWV�

IWS���IWS�SDQJHLD�FRP�EU�SXE�VHJ�SDF�
FKNURRWNLW�WDU�J]

5.+XQWHU�±�2XWUD�RSomR�SDUD�GHWHFomR�
GH�URRWNLWV�

KWWS���VRXUFHIRUJH�QHW�SURMHFWV�UNKXQW-
HU�¿OHV�

$LGH�±�9HUL¿FD�DOWHUDo}HV��SHUPLVV}HV�
8,'�*,'��QR�6LVWHPD�

KWWS���DLGH�VRXUFHIRUJH�QHW

266(&���+,'6�TXH�SRGHUi�WH�DMXGDU�YHU-
L¿FDQGR�YXOQHUDELOLGDGH�HP�VHX�VHUYLGRU�

KWWS���ZZZ�RVVHF�QHW�

�[����&RQFOXVmR
$FRQVHOKR�IRUWHPHQWH�XPD�ERD�OHLWXUD�
QD�GRFXPHQWDomR�GDV�IHUUDPHQWDV�OLV-
WDGDV�QHVWH�DUWLJR�DQWHV�GH�SRU�HP�SUR-
GXomR��

5HIHUHQFLDV�

KWWS���ZZZ�OLQX[TXHVWLRQV�RUJ

KWWS���VODFNZDUH�FRP

KWWS���VODFNGXPPLHV�EORJVSRW�FRP�EU

$XWKRU�V��+,&.6��$���/80(16�&���
&$175(//��'���-2+1621��/����%RRN�
7KH�2I¿FLDO�*XLGH�WR�6ODFNZDUH�/LQX[�
���HG�%UHQWZRRG��&$������

$XWRU��5LFDUGR�/RJDQ

3yV�JUDGXDGR�HP�6HJXUDQoD�GD�,Q-
IRUPDomR��HVSHFLDOLVWD�HP�UHGHV�/DQ�
:DQ��LPSOHPHQWDQGR�VROXo}HV�GH�
UHGH�H�VHJXUDQoD���6ODFNXVHU�GHVGH�
�����H�HQWXVLDVWD�HP�SHVTXLVDV�FRP�
PDOZDUH��SHQWHVW�H�IRUHQVH�

�



1JLQ[�FRP�YDWDSi�H�FDPDUmR

2�1JLQ[�p�XP�VHUYLGRU�ZHE�OHYH�H�
YHUViWLO�PXLWR�XWLOL]DGR�FRPR�SUR[\�UHYHU-
VR�VXSRUWDQGR�GLYHUVRV�SURWRFRORV�FRPR�
+773�+7736��LPDS��SRS��H�6073��
1HVWH�DUWLJR�DSUHVHQWDUHL�DV�GLYHUVDV�
IRUPDV�GH�FRPR�FRQ¿JXUDU�H�EOLQGDU�
�KDUGHQLQJ��GH�IRUPD�VLPSOHV�H�HIHWLYD�

���,QWURGXomR

&ULDGR�SRU�,JRU�6\VRHY�R�QJLQ[�VHJXH�
HP�FUHVFHQWH�DGRomR��DOJXPDV�FDUDF-
WHUtVWLFDV�TXH�R�GLIHUH�GH�VHXV�FRQFRU-
UHQWHV�VmR�

��$UTXLWHWXUD�RULHQWDGD�D�DOWD�SHUIRU�

��PDQFH�

��3RXFR�FRQVXPR�GH�PHPyULD�

��3UR[\�UHYHUVR�FRP�FDFKLQJ�

6HJXQGR�HVWDWtVWLFDV�GD�1HWFUDIW��HOH�p�
R�VHUYLGRU�ZHE�XVDGR�HP�����GRV����
PLOK}HV�GH�ZHE�VLWHV�KRVSHGDGRV�QD�
$PD]RQ��2�VXSRUWH�D�ORDG�EDODQFH�FRP�
LQ�EDQG�KHDOWK�FKHFN�SHUPLWH�D�FULDomR�
GH�XPD�LQIUDHVWUXWXUD�FRP�WRWDO�WROHUkQ-
FLD�D�IDOKDV�H�DOWD�GLVSRQLELOLGDGH��VXD�
DUTXLWHWXUD�VHJXH�XP�PRGHOR�DVVtQFUR-
QR��PRGXODU�XVDQGR�QRWL¿FDomR�GH�HYHQ-
WRV��VLQJOH�WKUHDG�FRP�PXOWLSOH[DomR�
GHGLFDQGR�WDUHIDV�HVSHFt¿FDV�SDUD�GLIHU-
HQWHV�SURFHVVRV�RWLPL]DQGR�D�XWLOL]DomR�
GH�&38�H�PHPyULD�

)LJXUD����1JLQ[�DUFKLWHFWXUH

���3UR[\�5HYHUVR

2�1JLQ[�p�UHFRQKHFLGR�PXQGLDOPHQWH�
FRPR�D�PHOKRU�VROXomR�RSHQ�VRXUFH�GH�
SUR[\�UHYHUVR�H[LVWHQWH�QR�PHUFDGR��
SHOR�VXSRUWH�D�GLYHUVRV�VLVWHPDV�RSHUD-
FLRQDLV��DOWD�SHUIRUPDQFH�H�IDFLOLGDGH�
GH�FRQ¿JXUDomR���1HVVH�WySLFR�DSUH-
VHQWDUHL�D�LQVWDODomR�H�FRQ¿JXUDomR�GH�
XP�SUR[\�UHYHUVR�LQFOXLQGR�R�KDUGHQLQJ�
QHFHVViULR�

(P�WRGRV�RV�WHVWHV�IRL�XWLOL]DGR�D�YHUVmR�
�����GR�6ODFNZDUH�H�D�YHUVmR�HVWiYHO�GR�
QJLQ[���������GLVSRQtYHO�QR�PRPHQWR�GD�
FULDomR�GHVWH�DUWLJR�

���,QVWDODomR

2�SURFHVVR�GH�LQVWDODomR�p�EDVWDQWH�
VLPSOHV�QHFHVVLWDQGR�VRPHQWH�LQVWDODU�
DV�GHSHQGrQFLDV��EDL[DU�R�SDFRWH�QJLQ[�
������L�����VO�W[]�GLVSRQtYHO�HP�KWWS���
VODFN�LVSHU�VN�SXE�VODFNZDUH������QHW-



ZRUN��H�LQVWDOi�OR�XVDQGR�D�IHUUDPHQWD�
LQVWDOOSNJ�

,QVWDOH�DV�VHJXLQWHV�GHSHQGrQFLDV�XVDQ-
GR�R�VODFNSNJ�

��]OLE

��OLE[PO��������L�����BVODFN����

��JG��������L�����JG��������L�����

��OLE;SP��������L�����

��OLE;���������L�����

��IRQWFRQ¿J�������L�����

��OLE[FE�������L�����

��OLE;DX�������L�����

��OLE;GPFS�������L�����

��DVSHOO��������L�����

��DVSHOO�HQ����B��QRDUFK��

��HQFKDQW�������L�����

��LFX�F��������L�����

��OLEPFU\SW�������L�����

��OLE[VOW��������L������

��W�OLE�������L�����

DOH[RV#ZRWDQ�a��ZJHW�KWWS���VODFNZDUH�
RUJ�XN�VODFN\�VODFNZDUH������QHWZRUN�
*HR,3�������*HR,3�������L�����VO�W[]

DOH[RV#ZRWDQ�a��ZJHW�KWWS���VODFN�
LVSHU�VN�SXE�VODFNZDUH������QHWZRUN�QJ-
LQ[�������QJLQ[�������L�����VO�W[]

DOH[RV#ZRWDQ�a��VXGR�LQVWDOOSNJ�QJLQ[�
������L�����VO�W[]�*HR,3�������L�����VO�
W[]

���&RQ¿JXUDomR

7RGD�DV�FRQ¿JXUDo}HV�WDQWR�GR�VHUYLoR�
TXDQWR�GRV�YKRVWV�¿FDP�FHQWUDOL]DGDV�
QR�DUTXLYR��HWF�QJLQ[�QJLQ[�FRQI��

alexos@wotan:~# cd /etc/nginx

alexos@wotan:~# sudo mv nginx.
conf nginx.conf.orig

alexos@wotan:~# sudo vim nginx.
conf

user nobody;

�7RWDO�GH�WKUHDGV��&RQ¿JXUH�GH�DFRUGR�
FRP�D�TXDQWLGDGH�GH�&38�H[LVWHQWH��
DFLPD�GH���&38V� ���

worker_processes  4;

error_log  /var/log/nginx/error.
log warn;

pid        /var/run/nginx.pid;

�-XQWDPHQWH�FRP�R�ZRUNBSURFHVV-
HV�SHUPLWH�FDOFXODU�R�Pi[��GH�FOLHQWHV����������
��max clients = worker_processes 
* worker_connections��

HYHQWV�^
    worker_connections  1024;

}

KWWS�^
    include       /etc/nginx/
mime.types;

    default_type  application/
octet-stream;

    log_format  main  ‘$remote_
addr - $remote_user [$time_lo-
cal] “$request” ‘

                      ‘$status 
$body_bytes_sent “$http_referer” 
‘

                      ‘”$http_
user_agent” “$http_x_forwarded_
for”’;



    access_log  /var/log/nginx/
access.log  main;

����VHQGºOH��������RQ�

    tcp_nodelay on;

    gzip  on;

    gzip_disable “MSIE [1-6]\.
(?!.*SV1)”;

    LQFOXGH��HWF�QJLQ[�FRQI�G��FRQI�

��3URWHFDR�FRQWUD�'R6

   �FOLHQWBERG\BEXҬHUBVL]H��.�
���FOLHQWBKHDGHUBEXҬHUBVL]H��N�
   client_max_body_size 2M;

���ODUJHBFOLHQWBKHDGHUBEXҬHUV���
1k;

   client_body_timeout 10;

   client_header_timeout 10;

   keepalive_timeout 5 5;

   send_timeout 10;

��2FXOWD�EDQQHU

    VHUYHUBWRNHQV�RҬ�

��/LPLWD�R�PD[LPR�GH�FRQH[RHV�FRQFRU-
UHQWHV�SRU�,3

limit_conn_zone $binary_remote_
addr zone=addr:10m;

limit_conn addr 10;

��/RJDU�LS�GR�EDFNHQG�

    proxy_set_header   Host             
$host;

    proxy_set_header   X-Real-IP        
$remote_addr;

    proxy_set_header   X-For-
warded-For  $proxy_add_x_for-
warded_for;

   �SUR[\BPD[BWHPSBºle_size 0;
    proxy_connect_timeout      
90;

    proxy_send_timeout         
90;

    proxy_read_timeout         
90;

����SUR[\BEXҬHUBVL]H����������
4k;

����SUR[\BEXҬHUV����������������
32k;

����SUR[\BEXV\BEXҬHUVBVL]H����
64k;

����SUR[\BWHPSBºOHBZULWHBVL]H�
64k;

    proxy_cache_methods GET HEAD 
POST;

��   �YKRVW�$&0(�   

VHUYHU�^
    listen       80;

    server_name  acme.local;

    

    access_log  /var/log/nginx/
acme.access.log  main;

    error_log  /var/log/nginx/
acme.error.log;

����ORFDWLRQ���^
     proxy_pass  
http://192.168.0.2/;

     proxy_next_upstream error 
timeout invalid_header http_500 
http_502 http_503 http_504;

�����SUR[\BUHGLUHFW�RҬ�
�����SUR[\BEXҬHULQJ�RҬ�
     proxy_set_header        
Host            $host;

     proxy_set_header        



X-Real-IP       $remote_addr;

     proxy_set_header        
X-Forwarded-For $proxy_add_x_
forwarded_for;

        }

   }

}

$SyV�VDOYDU�R�DUTXLYR�YHUL¿TXH�VH�WRGD�D�
FRQ¿JXUDomR�HVWi�FRUUHWD�

alexos@wotan:~# sudo nginx -t 

QJLQ[��WKH�FRQºJXUDWLRQ�ºOH��
etc/nginx/nginx.conf syntax is 
ok

QJLQ[��FRQºJXUDWLRQ�ºOH��HWF�QJ-
inx/nginx.conf test is success-
ful

$JRUD�EDVWD�LQLFLDU�R�VHUYLoR�H�VHX�SUR[\�
UHYHUVR�HVWi�SURQWR�SDUD�VHU�XWLOL]DGR�

alexos@wotan:~# sudo chmod +x /
etc/rc.d/rc.nginx

alexos@wotan:~# sudo /etc/rc.d/
rc.nginx start

���$OWD�GLVSRQLELOLGDGH

2�1JLQ[�WDPEpP�SRGH�VHU�XWLOL]DGR�
FRPR�XP�VLVWHPD�FDSD]�GH�SURYHU�DOWD�
GLVSRQLELOLGDGH�H�EDODQFHDPHQWR�GH�FDU-
JD��+DELOLWDU�HVVH�UHFXUVR�p�PXLWR�VLP-
SOHV�EDVWDQGR�SDUD�LVVR�LQFOXLU�D�GLUHWLYD�
XSVWUHDP�QR�YKRVW�GR�VLWH��FRPR�PRVWUD�
R�H[HPSOR�DEDL[R�

XSVWUHDP�DFPH�^
        hash_ip;

        server 192.168.0.2;

        server 192.168.0.3;

        server 192.168.0.4; 

        }

���3ULRULGDGH�H�)DLORYHU

3DUD�GH¿QLU�D�SULRULGDGH�GH�FDGD�EDFN-
HQG�XWLOL]D�VH�R�SDUkPHWUR�ZHLJKW�R�YDORU�
SDGUmR�p����1R�H[HPSOR�DEDL[R�DV���SUL-
PHLUDV�UHTXLVLo}HV�VHUmR�HQYLDGDV�SDUD�
R�VHUYLGRU��������������D��D�H��D�SDUD�R�
������������H�D��D��SDUD�R�������������

XSVWUHDP�DFPH�^
        hash_ip;

        server 192.168.0.2 
weight=3;

        server 192.168.0.3 
weight=2;

        server 192.168.0.4; 

        }

2�IDLORYHU�p�KDELOLWDQGR�XVDQGR�RV�
SDUkPHWURV�PD[BIDLOV�GH¿QH�R�WRWDO�GH�
IDOKDV�QD�UHTXLVLomR�H�IDLOBWLPHRXW�GH¿QH�
R�LQWHUYDOR�GH�WHPSR�HQWUH�DV�IDOKDV�D�
SDUWLU�GDL�D�UHTXLVLomR�p�HQYLDGD�SDUD�R�
SUy[LPR�EDFNHQG�

XSVWUHDP�DFPH�^
        hash_ip;

        server 192.168.0.2 
max_fails=3  fail_timeout=30s;

        server 192.168.0.3;

        server 192.168.0.4; 

        server 192.168.0.5 
down;



        }

2�SDUkPHWUR�GRZQ�p�XWLOL]DGR�TXDQGR�
XP�EDFNHQG�HVWi�LQDFHVVtYHO��

([HPSOR�GH�YKRVW�XVDQGR�IDLORYHU�

VHUYHU�^
    listen       80;

    server_name  acme;

    

XSVWUHDP�DFPH�^
        hash_ip;

        server 192.168.0.2 
max_fails=3  fail_timeout=30s;

        server 192.168.0.3;

        server 192.168.0.4; 

        server 192.168.0.5 
down;

        }

    access_log  /var/log/ng-
inx/acme.access.log  main;

    error_log  /var/log/nginx/
acme.error.log;

����ORFDWLRQ���^
     proxy_pass  http://acme/;

     proxy_next_upstream er-
ror timeout invalid_head-
er http_500 http_502 http_503 
http_504;

�����SUR[\BUHGLUHFW�RҬ�
�����SUR[\BEXҬHULQJ�RҬ�
     proxy_set_header        
Host            $host;

     proxy_set_header        
X-Real-IP       $remote_addr;

     proxy_set_header        
X-Forwarded-For $proxy_add_x_
forwarded_for;

        }

���:HEVHUYHU�FRP�VXSRUWH�3+3

2XWUD�IRUPD�GH�XWLOL]DomR�GR�1JLQ[�p�
FRPR�XP�VLPSOHV�ZHEVHUYHU�KRVSHGDQ-
GR�DSOLFDo}HV�HVFULWDV�HP�GLYHUVDV�
OLQJXDJHQV�FRPR�3+3�RX�5XE\��1HVWH�
WySLFR�GHVFUHYR�FRPR�FRQ¿JXUDU�R�
VXSRUWH�DR�3+3�XWLOL]DQGR�R�IDVWFJL�

&RPR�WRGRV�RV�VRIWZDUHV�QHFHVViULRV�
IRUDP�LQVWDODGRV�EDVWD�DSHQDV�FRQ¿JX-
UDU�R�YKRVW�H�WHVWDU�

([HPSOR�GH�XP�YKRVW�KRVSHGDQGR�XPD�
DSOLFDomR�3+3

VHUYHU�^
    listen       80;

    server_name  acme;

    root /var/www/;

    index  index.php;

    access_log  /var/log/ng-
inx/acme.access.log  main;

    error_log  /var/log/nginx/
acme.error.log;

����ORFDWLRQ���^
����WU\BºOHV��XUL��XUL���LQ-
dex.php$is_args$args;

     }

#Habilitando o suporte ao PHP

����ORFDWLRQ�a�?�SKS��^
        fastcgi_pass    
127.0.0.1:9000;

        fastcgi_param   
SCRIPT_FILENAME $document_
root$fastcgi_script_name;

        include         fastc-
gi_params;

    }



3DUD�YDOLGDU�FULH�XP�DUTXLYR�LQGH[�
SKS�GHQWUR�GR�GLUHWyULR��YDU�ZZZ�FRP�R�
FyGLJR�DEDL[R�H�WHQWH�DFHVVDU�XVDQGR�R�
QDYHJDGRU�

<html>
<body>
<h1>Wotan!</h1>
<?php
print “<h2>Hello World!</h2>”
?>
</body></html>

���&RQFOXVmR

2�DUWLJR�GHVFUHYH�FRPR�p�VLPSOHV�FRQ-
¿JXUDU�R�1JLQ[�SDUD�DWHQGHU�GLYHUVDV�
QHFHVVLGDGHV��GXUDQWH�VXD�XWLOL]DomR�D�
UREXVWH]�H�RWLPL]DomR�QR�XVR�GRV�UHFXU-
VRV�VmR�IDFLOPHQWH�SHUFHSWtYHLV��5HFR-
PHQGR�D�LQWHJUDomR�FRP�XP�:$)��H�J��
0RGVHFXULW\�RX�1D[VL��SURSRUFLRQDQGR�
XPD�FDPDGD�H[WUD�GH�SURWHomR�SDUD�DV�
DSOLFDo}HV�ZHE�

$OH[DQGUR�6LOYD
���DOH[RV#DOH[RV�RUJ!

���5HIHUrQFLDV

KWWS���QJLQ[�RUJ��

KWWS���ZLNL�QJLQ[�RUJ�0DLQ�

KWWS���ZZZ�DRVDERRN�RUJ�HQ�QJLQ[�KWPO

# == Restrições de acesso ==

#htaccess  

�ORFDWLRQ�a��?�KW�^
        deny  all;
   }

#Ambiente administrativo
ORFDWLRQ��DGPLQ�^
root /var/www/acme/;
index index.php;
allow 200.222.222.222;
deny all;
}

#Arquivos
ORFDWLRQ� ��W[W�^
deny all;
ORJBQRWBIRXQG�RҬ�
DFFHVVBORJ�RҬ�
}

ORFDWLRQ� �[POUSF�SKS^
deny all;
ORJBQRWBIRXQG�RҬ�
DFFHVVBORJ�RҬ�
}

ORFDWLRQ� �UHDGPH�KWPO�^
deny all;
ORJBQRWBIRXQG�RҬ�
DFFHVVBORJ�RҬ�
}

   }

}

7HVWH�R�DUTXLYR�GH�FRQ¿JXUDomR�H�UHLQL-
FLH�RV�VHUYLoRV

alexos@wotan:~# sudo nginx -t 

alexos@wotan:~# sudo chmod +x 
/etc/rc.d/rc.php-fpm

alexos@wotan:~# sudo /etc/
rc.d/rc.nginx restart && sudo 

/etc/rc.d/rc.php-fpm restart 



&RQ¿JXUH�XPD�UHSOLFDomR�VLPSOHV�GH�
DUTXLYRV�YLD�&V\QF��QR�6ODFNZDUH

���'HVFULomR

• 6LQFURQL]DomR�GH�DUTXLYRV�QR�VHU-
YLGRU�FRP�FV\QF��

• (OH�SRVVXL�YiULRV�DOJRULWPRV�GH�
VLQFURQLD��FRPR�SHOR�DUTXLYR�PDLV�
QRYR��PDLV�DQWLJR��PDLRU��HQWUH�
RXWURV��1HVVH�FDVR�HVWDUHL�XVDQGR�
R�PDLV�QRYR��\RXQJHU�

• $OpP�GH�VLQFURQL]DU�p�SRVVtYHO�
H[HFXWDU�FRPDQGRV�UHPRWRV��FRPR�
UHLQLFLDU�R�DSDFKH�DSyV�XP�URWDWH�
GH�ORJ�

• 3RGH�VHU�XWLOL]DGR�FRP�1�VHUYL-
GRUHV�

���6RIWZDUHV�H�9HUV}HV

• &V\QF�����;

• 6ODFNZDUH�/LQX[������

,QVWDOH�DV�GHSHQGrQFLDV

• OLEUV\QF

• VTOLWH�

• VTOLWH�

• JQXWOV

• ÀH[

• ELVRQ

,QVWDOH�R�OLEWDVQ�

$ wget ftp://ftp.gnutls.
org/pub/gnutls/libtasn1/

libtasn1-1.4.tar.gz

����FRQºJXUH��PDNH���PDNH�
install

���&RQ¿JXUDomR

,QVWDODomR

2EWHQKD�R�FyGLJR�IRQWH�GR�&V\QF��

KWWS���RVV�OLQELW�FRP�FV\QF��

&RPSLODU�R�&V\QF��

����FRQºJXUH
$ make

$ make install

$ make cert

&ULDU�R��HWF�FV\QF��FIJ�

#Exemplo /etc/csync2.cfg

group mygroup

^
        host web2xt-mas-
ter@10.199.199.1 web2xt-
slave@10.199.199.2;

        key /etc/csync2.key_
hackstore;

        include /etc/passwd;

        include /etc/group;

        include /etc/shadow;

        auto younger;



hackstore.com.br - www.
slackzine.com.br

#

#### OS-Dependent Informa-
tion

#

����/LQX[�FKNFRQºJ�VWXҬ�
#

����FKNFRQºJ�����������
#   description: Startup/
shutdown script for Csync2

#

#

#   NetBSD 1.5+ rcorder 
script lines.  The format of 
the following two

#   lines is very strict -- 
please don’t add additional 
spaces!

#

# PROVIDE: csync2

# REQUIRE: DAEMON

#

�����26�'HSHQGHQW�&RQºJXUD-
tion

case “`uname`” in

        Linux*)

                IS_ON=/bin/
true

                if test -f /
etc/init.d/functions; then

                        . /
etc/init.d/functions

                        
ECHO=echo

(&+2B2. ¯HFKRBVXFFHVV¯

} 

&ULDU�D�FKDYH�GH�VHJXUDQoD�HP�DOJXP�
GRV�QRGRV�

$ csync2 -k /etc/csync2.key_
hackstore

Copiar a chave de segurança e 
ssl para os demais hosts:

$ scp /etc/csync2* root@out-
roshosts:/etc

&DVR�GHVHMH�FULDU�FHUWL¿FDGR�QD�PDR�

$ openssl genrsa -out /etc/
csync2_ssl_key.pem 1024

$ openssl req -new -key /
etc/csync2_ssl_key.pem -out 
/etc/csync2_ssl_cert.csr

$ openssl x509 -req -days 
600 -in /etc/csync2_ssl_
cert.csr -signkey /etc/
csync2_ssl_key.pem -out /
etc/csync2_ssl_cert.pem

6HWDU�SHUPLVV}HV�GH�FRQI�

$ chmod 640 /etc/csync2.cfg

&RSLDU�DUTXLYR�GH�FRQI�H�FKDYH�SDUD�R�
RXWUR�VHUYLGRU�

$UTXLYR�GH�LQLW

&ULH�R�DUTXLYR�GH�LQLW��VODFNZDUH��

vi /etc/rc.d/rc.csync2

#!/bin/sh

#

# “$Id: csync2.sh.in 6649 
�����FRҬQL[��¯
#

#   Startup/shutdown script 
for Csync2 - slackzine

#

#   Maiores infos: www.



done                                                                                                                                                  
                                                                                       

if test “x$ZONE” != x; then                                                                                                                                             
                                                                     

        TZ=”$ZONE”                                                                                                                                       
                                                                                    

º����������������������������������������������������������������������������������������������������������������������������������������������������
                                                                                                                                                 

if test “x$TIME-
ZONE” != x; then                                                                                                                                             
                                                                 

        TZ=”$TIMEZONE”                                                                                                                                   
                                                                                    

º
if test “x$TZ” != x; then

        export TZ

º
#

# Don’t use TMPDIR envi-
ronment variable from init 
script, as that can

# cause csync2d to set Temp-
Dir to a user’s temporary 
directory instead

# of the default...

#

unset TMPDIR

#

# Make sure we have the 
standard program directories 
in the path

# since some operating sys-
tems (this means YOU HP-UX!) 
don’t

# provide a standard path on 
boot-up...

#

                        
ECHO_ERROR=”echo_failure”

                else

                        
ECHO=echo

                        
(&+2B2. ����������������������������������������������������������������������������������������������������������������������������������������������
                                                               

     ECHO_ERROR=:                                                                                                                                          
                                                               

����������������º�����������������������������������������������������������������������������������������������������������������������������������������������
                                                                            

                ;;                                                                                                                                               
                                                                                                              

        *)                                                                                                                                               
                                                                                    

                IS_
ON=/bin/true                                                                                                                                             
                                                                 

                ECHO=echo                                                                                                                                        
                                                                            

����������������(&+2B2. ����������������������������������������������������������������������������������������������������������������������������������������������
                                                                       

                ECHO_ERROR=:                                                                                                                                          
                                                                       

                ;;                                                                                                                                               
                                                                            

esac                                                                                                                                                  
                                                                                      

�����26�,QGHSHQGHQW�6WXҬ��������������������������������������������������������������������������������������������������������������������������������������������
                                                                                                 

IRU�ºOH�LQ��HWF�7,0(-
=21(��HWF�UF�FRQºJ��
HWF�V\VFRQºJ�FORFN��GR�����������������������������������������������������������������������������������������������������������������������������������������������
                             

        if test 
�I��ºOH��WKHQ���������������������������������������������������������������������������������������������������������������������������������������������
                                                                  

�������������������ºOH��������������������������������������������������������������������������������������������������������������������������������������������
                                                                          

��������º�����������������������������������������������������������������������������������������������������������������������������������������������
                                                                                    



test “$pid” != “”; then

                                
kill -HUP $pid

                        else

                                
SUHº[ �XVU�ORFDO
                                
H[HFBSUHº[ �XVU�ORFDO
                                
/usr/local/sbin/csync2

                                
if test $? != 0; then

                                        
$ECHO_FAIL

                                        
$ECHO “csync2: unable to $1 
scheduler.”

                                        
exit 1

                                
º
������������������������º
                        
�(&+2B2.
                        
�(&+2�®FV\QF����^�`HG�VFKHG-
uler.”

����������������º
                ;;

        stop)

                if test 
“$pid” != “”; then

                        kil-
lall -TERM /usr/local/sbin/
csync2

                        
�(&+2B2.
                        
$ECHO “csync2: stopped 
scheduler.”

if test “x$PATH” = x; then

        PATH=”/bin:/usr/
bin:/sbin:/usr/sbin:/usr/lo-
cal/sbin:/usr/local/bin”

else

        PATH=”/usr/local/
sbin:/usr/local/bin:/bin:/
usr/bin:/sbin:/usr/sbin:$-
PATH”

º

export PATH

#

# See if the CSYNC2 server 
(csync2d) is running...

#

case “`uname`” in

        Linux* | *BSD* | 
Darwin*)

                pid=`ps ax 
_�DZN�°^LI��PDWFK�����®��
csync2d$”) || $5 == “csyn-
c2d”) print $1}’`

                ;;

        *)

                pid=””

                ;;

esac

#

# Start or stop the CSYNC2 
VHUYHU�EDVHG�XSRQ�WKH�ºUVW�
argument to the script.

#

case $1 in

        start | restart | 
reload)

                if $IS_ON 
csync2; then

                        if 



/etc/rc.d/rc.csync2 start

6LQFURQL]DU�

$ csync2 -x

1D�SULPHLUD�VLQFURQLD�SRGH�JHUDU�
HUURV��5RGDU�PDLV�GH�XPD�YH]�QHVVH�
FDVR�

&RORFDU�R�VFULSW�QR�FURQWDE�FRP�D�
IUHTXrQFLD�GH�VLQFURQLVPR�

#Crontab

�6\QF�ºOHV�
*/30 * * * *   root  /usr/
local/sbin/csync2 -x

���%LRJUD¿D

5DSKDHO�%DVWRV��FRQKHFLGR�FRPR�
&K�]��&KHPRQ]�RX�&RIIQL[�

�(VWXGDQWH�GH�(QJHQKDULD�(OHWU{QL-
FD�H�GH�7HOHFRPXQLFDomR��IXQGDGRU�
GR�*UXSR�GH�8VXiULRV�6ODFNZDUH�GH�
0LQDV�*HUDLV��*86�0*���PHPEUR�GR�
*UXSR�GH�8VXiULRV�6ODFNZDUH�GR�%UD-
VLO��*86�%5���UHDOL]DGRU�GRV�HYHQWRV�
,,�2¿FLQD�/LYUH��6ODFNZDUH�6KRZ�%UD-
VLO�H�%+$&.�&RQIHUHQFH���'HVHQYRO-
YHGRU�)XQWRR�/LQX[��IXQGDGRU�GR�ÈUHD�
���+DFNHUVSDFH��FULDGRU�H�PDQWHQH-
GRU�GR�<D[NLQ�/LQX[��*HQWRR�IRU�L����
DQG�[��B�����FULDGRU�H�PDQWHQHGRU�
GR�.DQNLQ�/LQX[��)XQWRR�IRU�$50Y��
DQG�$50Y����HGLWRU�H�PDQWHQHGRU�GD�
6ODFN=LQH��PDQWHQHGRU�GR�VLWH�KDFN-
VWRUH�FRP�EU��WUDEDOKD�DWXDOPHQWH�
FRP�FRQVXOWRULD�GH�VHUYLGRUHV��/LQX[��
8QL[��%6'��EDQFRV�GH�GDGRV��DOWtVVL-
PD�GLVSRQLELOLGDGH��FDSDFLW\�SODQQLQJ��
UHSOLFDomR��LQWHJUDomR�GH�DPELHQWHV�
H�RX�VLVWHPDV�RSHUDFLRQDLV��VHJX-
UDQoD�GD�LQIRUPDomR��07$��UHGHV��
YLUWXDOL]DomR��FORXG�FRPSXWLQJ�H�FOXV-
WHUV�

����������������º
                ;;

        status)

                if test 
“$pid” != “”; then

                        echo 
“csync2: scheduler is run-
ning.”

                else

                        echo 
“csync2: scheduler is not 
running.”

����������������º
                ;;

        *)

                echo “Us-
DJH��FV\QF��^UHORDG_UH-
start|start|status|stop}”

                exit 1

                ;;

esac

#

# Exit with no errors.

#

exit 0

#

# End of “$Id: csync2.sh.in 
6649 2013 21:46:42Z mike $”.

#

6HWDU�SHUPLVV}HV�H�FRORFDU�QR�
ERRW�

chmod 755 /etc/rc.d/
rc.csync2

echo “/etc/rc.d/rc.csync2 
start” >> /etc/rc.d/rc.lo-
cal

,QLFLDU�R�GDHPRQ�HP�DPEDV�DV�
PiTXLQDV�



(QXPHUDomR�GH�SRUWDV
�+773��DQiOLVH�GH�YXOQHUDELOLGDGH�H�

VFUHHQVKRW�FRP�10$3

%\��*U�QFK���'F/DEV�6HFXULW\�7HDP

8P�GRV�SULPHLURV�SDVVRV�GH�XP�SHQWHVW�
LQWHUQR�p�HQXPHUDU�RV�DWLYRV�GH�UHGH�H�
TXDLV�SRUWDV�HVWmR�DEHUWDV�QHVWHV�DWLYRV��
3RUWDQWR�QHVWH�SHTXHQR�DUWLJR��YDPRV�
IRFDU�DSHQDV�QD�HQXPHUDomR�H�DQiOLVH�
GH�YXOQHUDELOLGDGHV�GH�GLVSRVLWLYRV�TXH�
HVWmR�H[HFXWDQGR�R�SURWRFROR�+773�FRP�
D�IHUUDPHQWD�10$3��OHYDQGR�HP�FRQVLG-
HUDomR�TXH�YRFr�Mi�GHYH�WHU�RXYLGR�IDODU�
GHVVD�IHUUDPHQWD�DOJXPDV�YH]HV�

&DVR�QmR�RXYLX�IDODU�UHFRPHQGR�D�OHL-
WXUD�GR�PDQXDO�GR�10$3�SDUD�PHOKRU�
FRPSUHHQVmR�GHVWH�DUWLJR�

%RP��DOJXQV�DGPLQLVWUDGRUHV�LQIHOL]-
PHQWH�DLQGD�DFUHGLWDP�TXH�WURFDU�D�SRU-
WD�SDGUmR�GR�VHUYLoR�p�R�VX¿FLHQWH�SDUD�
SURWHJHU�R�VHUYLoR�GH�XP�DWDTXH��3RU-
WDQWR�YDPRV�ID]HU�XP�VFDQ�FRPSOHWR�HP�
WRGRV�RV�GLVSRVLWLYRV�GD�UHGH�HP�WRGDV�
DV�SRUWDV�GR�SURWRFROR�7&3�H�¿OWUDU�DSH-
QDV�RV�,3¶V�TXH�HVWmR�FRP�SRUWDV�+773�
DEHUWDV�

-i�¿]�LVVR�YiULDV�YH]HV�H�SHUFHEL�TXH�
HP�DOJXQV�FDVRV��TXDQGR�YRFr�SHGH�
R�10$3�SDUD�YHUL¿FDU�WRGDV�DV�SRUWDV�
�S��������GH�XP�UDQJH�LQWHLUR��HOH�SRGH�
QmR�YHUL¿FDU�WRGDV�DV�SRUWDV��2XWURV�
DPLJRV�WDPEpP�FRPHQWDUDP�TXH�IUH-
TXHQWHPHQWH�HQIUHQWDP�R�PHVPR�SURE-
OHPD�

6HJXH�XP�H[HPSOR�GH�VLQWD[�GR�10$3�
QR�TXDO�PHVPR�HVSHFL¿FDQGR�WRGDV�DV�
SRUWDV�H�WRGR�R�UDQJH�GH�,3¶V��R�10$3�

SRGH�QmR�ID]HU�D�DQiOLVH�FRPSOHWD�

#nmap –A –sT –p165535

172.28.10.0/24 –oA relatorio_
nmap –statsevery10s

(X�SDUWLFXODUPHQWH�SUH¿UR�GLYLGLU�HVVD�
WDUHID�GR�10$3�HP�DOJXPDV�HWDSDV�
JDUDQWLQGR�TXH�WRGR�R�UDQJH�GH�SRUWDV�H�
,3¶V�VHUmR�YHUL¿FDGRV��6HQGR�DV�HWDSDV�

ł�/HYDQWDPHQWR�GRV�KRVWV�DWLYRV�QD�
UHGH�

ł�/HYDQWDPHQWR�GH�TXDLV�SRUWDV�
+773�HVWmR�DWLYDV�QHVWHV�KRVWV�

ł�$QiOLVH�GH�YXOQHUDELOLGDGH�LQGLYLG-
XDO�GH�FDGD�SRUWD�H�VFUHHQVKRW�GR�
ZHEVLWH�

9RX�GHVFUHYHU�VHSDUDGDPHQWH�FDGD�
HWDSD�GH�XP�VFULSW�VLPSOHV�TXH�XWLOL]R�
SDUD�H[HFXomR�VLVWHPiWLFD�GH�FDGD�XPD�
GHVWDV�HWDSDV�

������(WDSD��/HYDQWDPHQWR�GH�
KRVWV�DWLYRV�QD�UHGH�

6XSRQWR�TXH�HVWDPRV�DYDOLDQGR�D�UHGH�
���������������H�WRGRV�VHXV�DWLYRV�GH�
UHGH��YDPRV�H[HFXWDU

D�VHJXLQWH�VLQWD[�GR�10$3�SDUD�OHYDQ-
WDUPRV�DSHQDV�DV�PiTXLQDV�DWXDOPHQWH�
DWLYDV�QD�UHGH�



serviço HTTP/HTTPS no IP: 
$line “

nmap -sT -sV -p1 -65535 $line 
| grep -iE ‘nmap scan re-
port|http |httpd ‘ |tee -a 
hosts_com_http.txt

done < hosts_ativos.txt

1R�H[HPSOR�DFLPD��HVWRX�XWLOL]DQGR�D�
RSomR��V7�SDUD�YHUL¿FDU�HP�TXDLV�SRU-
WDV�SRGHPRV�QRV�FRQHFWDU�YLD�7&3�H�
WDPEHP�YDPRV�YHUL¿FDU�D�YHUVmR�GR�
VHUYLoR�TXH�HVWD�VHQGR�H[HFXWDGR�QD�
SRUWD��SRUWDQWR�WDPEpP�SUHFLVDPRV�
XWLOL]DU�D�RSomR�V9��&RPR�R�REMHWLYR�p�
YDUUHU�WRGDV�DV�SRUWDV�GR�SURWRFROR�7&3��
SRLV�QmR�VDEHPRV�HP�TXDO�GHODV�R�DG-
PLQLVWUDGRU�FRQ¿JXURX�R�VHUYLoR��YDPRV�
GH¿QLU�R�UDQJH�GH�SRUWDV�FRPSOHWR�GR�
7&3�FRP�D�RSomR�S�������

&RPR�R�REMHWLYR�p�OLVWDU�DSHQDV�DV�SRU-
WDV�TXH�HVWmR�H[HFXWDQGR�R�SURWRFROR�
+773�H�TXDO�p�PiTXLQD�TXH�HVWD�H[H-
FXWDQGR�HVWH�SURWRFROR�YDPRV�XWLOL]DU�
XPD�H[SUHVVmR�UHJXODU�VLPSOHV�SDUD�
¿OWUDU�R�UHVXOWDGR�FRP�R�JUHS��3DUD�LVVR�
XWLOL]HL�D�VLQWD[�

grep -iE ‘nmap scan re-
port|http |httpd ‘

)LQDOPHQWH�R�VFULSW�VHSDUD�HVVD�UHODomR�
GH�,3¶V�H�SRUWDV�FRP�VHUYLoR�+773�QR�
DUTXLYR�

hosts_com_http.txt

$JRUD�SUHFLVDPRV�ID]HU�XP�SDUVH�VLP-
SOHV�QR�DUTXLYR��hosts_com_http.
txt��SDUD�VHSDUDUPRV�DSHQDV�D�OLVWD�
GH�SRUWDV�TXH�YDPRV�SURFXUDU�YXOQHU-
DELOLGDGHV��1R�VFULSW�HX�DUPD]HQR�LVVR�
WHPSRUDULDPHQWH�QD�YDULiYHO�3257$6B
+773�VHSDUDQGR�FDGD�SRUWD�SRU�YtUJXOD�
SDUD�XWLOL]DUPRV�HVVD�YDULiYHO�QD�VLQWD[�
GR�10$3�

#nmap T5 sP 172.28.10.0/24 | 
DZN�°^SULQW���`±�_�JUHS�����_�
sed ‘s/(//g’ | sed ‘s/)//g’ | 
sed ‘/^$/d’ | tee hosts_ati-
vos.txt

%DVLFDPHQWH�R�FRPDQGR�DFLPD�YHUL¿FD�
TXDLV�VmR�DV�PiTXLQDV�DWLYDV�QD�UHGH�
¿OWUDQGR�DSHQDV�D�FROXQD�TXH�SRVVXL�RV�
,3¶V�H�VHSDUDQGR�HVWH�UHVXOWDGR�HP�XP�
DUTXLYR�FKDPDGR��KRVWVBDWLYRV�W[W��

2EVHUYDomR��$�XWLOL]DomR�GR�FRPDQGR�
³DZN´�QHVWH�FDVR�p�SDUD�VHSDUDUPRV�D�
FROXQD�TXH�FRQWpP�RV�,3¶V��HVVH�UHVXOWD-
GR�SRGH�PXGDU�GH�DFRUGR�FRP�D�YHUVmR�
GR�10$3�TXH�YRFr�HVWD�H[HFXWDQGR�
H�WDPEpP�GH�DFRUGR�FRP�DV�ÀDJV�TXH�
YRFr�DWLYRX�SDUD�R�10$3��SRUWDQWR�¿TXH�
DWHQWR�

������(WDSD��/HYDQWDPHQWR�GH�
TXDLV�SRUWDV�+773�HVWmR�DWLYDV�
QHVWHV�KRVWV�

2�PRGR�TXH�SURSRQKR�SDUD�JDUDQWLU�TXH�
D�DQiOLVH�VHUi�UHDOL]DGD�HP�WRGDV�DV�
SRUWDV�GRV�,3¶V�DWLYRV�HP�QRVVD�UHGH��p�
H[HFXWDU�R�10$3�LQGLYLGXDOPHQWH�SDUD�
FDGD�,3�TXH�GHWHFWDPRV�HP�QRVVD�UHGH�
QR�SDVVR�DQWHULRU��3DUD�LVVR�YDPRV�
XWLOL]DU�R�³ZKLOH´�TXH�SHUFRUUH�FDGD�OLQKD�
GR�DUTXLYR��KRVWVBDWLYRV�W[W��FULDGR�QR�
SDVVR�DQWHULRU�H�H[HFXWD�R�10$3�HP�
FDGD�XP�GRV�,3¶V�FRQWLGRV�QHVWH�DUTXLYR��
OHPEUDQGR�TXH�R�REMHWLYR�p�OLVWDU�DSHQDV�
DV�SRUWDV�DEHUWDV�TXH�HVWmR�H[HFXWDQGR�
R�SURWRFROR�+773��6HJXH�D�VLQWD[�

while read line

do

echo “=-=-=-=-=-=-=-=-=-=-=-=-
=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-
=-=-=”

echo “Procurando portas com 



#cd NmapTools/NSE/

#cp http-screenshot.nse /usr/
local/share/nmap/scripts/

#nmap --script-updatedb

2EV��2V�FRPDQGRV�DFLPD�IRUDP�UHDO-
L]DGRV�HP�XPD�PiTXLQD���%LWV�SDUD�
PiTXLQDV���ELWV�XWLOL]H�HVWH�OLQN�

https://code.google.com/p/
wkhtmltopdf/downloads/de-
tail?name=wkhtmltoim-
age-0.11.0_rc-1static-amd64.
tar.bz2 

YRFr�WDPEpP�GHYHUi�ID]HU�DMXVWHV�QR�
VFULSW��6LJD�DV�LQVWUXo}HV�GHVWH�OLQN�SDUD�
PDLRUHV�LQIRUPDo}HV�

http://www.pentestgeek.
com/2012/07/11/usingn-
map-to-screenshotweb-ser-
vices-troubleshooting/

$SyV�WHUPRV�LQVWDODGR�R�VFULSW�SDUD�R�
VFUHHQVKRW�H�DWXDOL]DGR�D�EDVH�GH�GDGRV�
GR�10$3��YDPRV�H[HFXWDU

D�DQiOLVH�GH�YXOQHUDELOLGDGH��DFHVVDU�H�
WLUDU�VFUHHQVKRW�GH�WRGDV�DV�SRUWDV�TXH�
HVWmR�FRP�R�SURWRFROR�+773�KDELOLWDGR�
FRP�D�VLQWD[�

while read line

do

echo “=-=-=-=-=-=-=-=-=-=-=-=-
=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-
=-=-=”

echo “Varrendo portas do IP: 
$line “

nmap -A -p$ PORTAS_HTTP 
--script=version,vuln,http-
screenshot $line -oA relato-
rio_portas_http --stats-every

10s

done < hosts_ativos.txt

1RYDPHQWH�XWLOL]HL�R�:+,/(�SDUD�SHUFRU-
UHU�WRGDV�DV�OLQKDV�GR�DUTXLYR�KRVWVBDWL-
YRV�W[W��SRUpP�GHVVD�YH]�YHUL¿FDQGR�

PORTAS_HTTP=`cat hosts_com_
KWWS�W[W�_�DZN�°^SULQW���`±_�
cut -d / -f 1 | grep -iv

“nmap” | sort | uniq |sed 
‘:s;N;s/\n/,/;bs’`

������(WDSD��$QiOLVH�GH�YXOQHUD-
ELOLGDGH�LQGLYLGXDO�GH�FDGD�SRU-
WD�H�VFUHHQVKRW�GR�ZHEVLWH�

2�10$3�SRVVXL�XPD�VpULH�GH�VFULSWV�
DX[LOLDUHV�TXH�R�WUDQVIRUPDP�HP�XPD�
HVSpFLH�GH�FDQLYHWH�VXLoR�

(P����GH�MXQKR�GH�������5\DQ�/LQQ�
PHPEUR�GR�WLPH�GH�SHQWHVWHUV�GD�6SL-
GHU/DEV�GHVHQYROYHX�XP�VFULSW�SDUD�
R�10$3�TXH�SHUPLWH�TXH�YRFr�WLUH�XP�
VFUHHQVKRW�GR�ZHEVLWH�TXH�HVWi�HP�H[-
HFXomR�QR�,3�TXH�YRFr�HVWD�DQiOLVDQGR�

$QWHV�GH�XWLOL]DUPRV�HVWH�VFULSW�SUHFLV-
DPRV�EDL[DU�DOJXQV�SUp�UHTXLVLWRV�FRQ-
IRUPH�5\DQ�GHVFUHYH�HP�VHX�SRVW�

 http://blog.spiderlabs.
com/2012/06/usingnmaptoscreen-
shotwebservices.

html

6HJXH�D�VHTXrQFLD�GH�FRPDQGRV�SDUD�
GRZQORDG�H�LQVWDODomR�GR�VFULSW�

#cd /tmp

#wget

http://wkhtmltopdf.googlecode.
FRP�ºOHV�ZNKWPOWRLPDJH������B
rc1-statici386.tar.bz2

#tar -jxvf wkhtmltoim-
age-0.11.0_

rc1-statici-386.tar.bz2

#cp wkhtmltoimage-i386 /usr/
local/bin/

#git clone git://github.com/
SpiderLabs/NmapTools.git



YHUVmR��YXOQHUDELOLGDGHV�H�WLUDQGR�R�
VFUHHQVKRW�GDV�SRUWDV (--script= 
version,vuln,httpscreenshot).

2�VFULSW�WDPEpP�JHUD�R�UHODWyULR�¿QDO�GR�
10$3���R$�UHODWRULRBSRUWDVBKWWS���TXH�
YRFr�SRGHUi�XWLOL]DU�HP�RXWURV�DSOLFDWL-
YRV�FRPR�R�0HWD6SORLW�SRU�H[HPSOR�

2�VFULSW�GR�10$3�KWWSVFUHHQVKRW�JHUD�
XP�DUTXLYR�FRP�D�H[WHQomR�31*�SDUD�
FDGD�SRUWD�FRP�SURWRFROR�+773�TXH�HOH�
DFHVVRX�H�WLURX�VFUHHQVKRW�

9RFr�SRGH�JHUDU�XP�+70/�SDUD�YLVX-
DOL]DU�GH�PDQHLUD�PDLV�IiFLO�RV�VFUHHQ-
VKRWV�JHUDGRV�

printf “<HTML><BODY><BR>” > 
preview.html

OV�����SQJ�_�DZN��)���°^�
print $1”:”$2”\n<BR><IMG 
SRC=\””$1”%3A”$2”\”

width=400><BR><BR>”}’ >> pre-
view.html

printf “</BODY></HTML>” >> 
preview.html

$SyV�JHUDU�R�+70/�EDVWD�XWLOL]DU�XP�
QDYHJDGRU�TXDOTXHU�SDUD�DQDOLVDU�RV�
UHVXOWDGRV�

6HJXH�DJRUD�R�VFULSW�FRPSOHWR�

#!/bin/bash

nmap -T5 -sP 172.28.10.0/24 | 
DZN�°^SULQW���`±�_�JUHS�����_�
sed ‘s/(//g’ | sed ‘s/)//g’ | 
sed ‘/^$/d’ | tee hosts_ati-
vos.txt

while read line

do

echo “=-=-=-=-=-=-=-=-=-=-=-
=-=-=-=-=-=-=-=-=-=-=-=-=-=-
=-=-=-=”

echo “Procurando portas com 
serviço HTTP/HTTPS no IP: 
$line“

nmap -sT -sV p165535 $line 
| grep -iE ‘nmap scan re-
port|http |httpd ‘ | 

tee -a hosts_com_http.txt

done < hosts_ativos.txt

PORTAS_HTTP=`cat hosts_com_



KWWS�W[W�_�DZN�°^SULQW���`±_�
cut -d

/ -f 1 | grep -iv “nmap” | 
sort | uniq |sed ‘:s;N;s/\
n/,/;bs’`

while read line

do

echo “=-=-=-=-=-=-=-=-=-=-=-
=-=-=-=-=-=-=-=-=-=-=-=-=-=-
=-=-=-=-=”

echo “Varrendo portas do IP: 
$line “

nmap -A -p$PORTAS_HTTP 
--script=version,vuln,http-
screenshot $line -oA

relatorio_portas_http 
--stats-every 10s

done < hosts_ativos.txt

printf “<HTML><BODY><BR>” > 
preview.html

OV�����SQJ�_�DZN��)���°^�
print $1”:”$2”\n<BR><IMG 
SRC=\””$1”%3A”$2”\”

width=400><BR><BR>”}’ >> pre-
view.html

printf “</BODY></HTML>” >> 
preview.html

���%LRJUD¿D

5rQHU�$OEHUWR��DND�*U�QFK��p�PHPEUR�
GR�JUXSR�GH�SHQWHVWHUV�'F/DEV�6HFXULW\�
7HDP�H�WDPEpP�PHPEUR�IXQGDGRU�GR�
ÈUHD���+DFNHUVSDFH��DWXD�FRPR�SHQWHVW-
HU�H�DQDOLVWD�GH�VHJXUDQoD�GD�LQIRUPDomR�
HP�XPD�LQVWLWXLomR�¿QDQFHLUD�GR�%UDVLO��(�
Mi�SDOHVWURX�HP�DOJXQV�HYHQWRV�GH�VH-
JXUDQoD�QR�%UDVLO�FRPR�%+DFN��9DOH6H-
FXULW\�&RQIHUHQFH��:HEVHFXULW\�)RUXP�H�
%VLGHV�6mR�3DXOR�

&RQWDWRV��JU�QFK#GFODEV�FRP�EU

LUF�IUHHQRGH�QHW��M��GFODEV���DUHD��


